6,122,403

105

mark merchandise, either through in innocuous carrier (e.g.
a photograph associated with the product), or by encoding
the microtopology of the merchandise’s surface, or a label
thereon.

There are applications—too numerous to detail—in
which steganography can advantageously be combined with
encryption and/or digital signature technology to provide
enhanced security.

Medical records appear to be an area in which authenti-
cation is important. Steganographic principles—applied
either to film-based records or to the microtopology of
documents—can be employed to provide some protection
against tampering.

Many industries, e.g. automobile and airline, rely on tags
to mark critical parts. Such tags, however, are easily
removed, and can often be counterfeited. In applications
wherein better security is desired, industrial parts can be
steganographically marked to provide an inconspicuous
identification/authentication tag.

In various of the applications reviewed in this
specification, different messages can be steganographically
conveyed by different regions of an image (e.g. different
regions of an image can provide different internet URLSs, or
different regions of a photocollage can identify different
photographers). Likewise with other media (e.g. sound).

Some software visionaries look to the day when data
blobs will roam the datawaves and interact with other data
blobs. In such an era, it will be necessary for such blobs to
have robust and incorruptible ways of identifying them-
selves. Steganographic techniques again hold much promise
here.

Finally, message changing codes—recursive systems in
which steganographically encoded messages actually
change underlying steganographic code patterns—offer new
levels of sophistication and security. Such message changing
codes are particularly well suited to applications such as
plastic cash cards where time-changing elements are impor-
tant to enhance security.

Again, while applicant prefers the particular forms of
steganographic encoding detailed above, the diverse appli-
cations disclosed in this specification can largely be prac-
ticed with other steganographic marking techniques, many
of which are known in the prior art. Likewise, while the
specification has focused on applications of this technology
to images, the principles thereof are generally equally appli-
cable to embedding such information in audio, physical
media, or any other carrier of information.

Finally, while the specification has been illustrated with
particular embodiments, it will be recognized that elements,
components and steps from these embodiments can be
recombined in different arrangements to serve different
needs and applications, as will be readily apparent to those
of ordinary skill in the art.

In view of the wide variety of implementations and
applications to which the principles of this technology can
be put, it should be apparent that the detailed embodiments

10

15

20

25

30

35

40

106

are illustrative only and in no way limit the scope of my
invention. Instead, I claim as my invention all such embodi-
ments as come within the scope and spirit of the following
claims and equivalents thereto.

I claim:

1. A multi-computer system including a network for
embedding and reading a watermark, the system compris-
ing:

a first digital electrical computer system comprising a first
digital electrical computer electrically connected to a
first input device, to a first output device, and to a first
memory storing a plurality of creator identifiers and
creator contact data corresponding to each of the cre-
ator identifiers;

a second digital electrical computer system comprising a
second digital electrical computer electrically con-
nected to a second input device and to a second output
device, the second digital electrical computer being
programmed to embed a watermark in a digital photo-
graphic image, the watermark including one of the
plurality of creator identifiers;

a third digital electrical computer system comprising a
third digital electrical computer electrically connected
to a third input device and to a third output device, the
third digital electrical computer being programmed to
read the watermark in the digital photographic image to
reveal the one of the plurality of creator identifiers;

a network for communicating the revealed one of the
plurality of creator identifiers to the first digital elec-
trical computer to obtain the creator contact data cor-
responding to the one of the plurality of creator iden-
tifiers from the memory.

2. The system of claim 1, wherein:

the second digital electrical computer is programmed to
automatically detect for a watermark when an image is
first examined by the second digital electrical com-
puter.

3. The system of claim 1, wherein:

the second digital electrical computer is programmed to
selectably detect for a watermark when an image is
examined by the second digital electrical computer.

4. The system of claim 1, wherein:

the network includes the Internet;

the watermark includes information identifying a World
Wide Web site; and wherein

the third digital electrical computer system is pro-
grammed to load a World Wide Web browser and
connect to the World Wide Web site in response to the
revealed one of the plurality of creator identifiers.

5. The system of claim 1, wherein:

the watermark includes extended data including at least
one member from the group consisting of an organi-
zation identifier, a transaction identifier, and an item
identifier.



